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network mining and so on. However, it is vulnerable to malicious adversarial attacks and many defensive methods
have been proposed accordingly. Most defense methods are attack-dependent and require defenders to generate
massive adversarial examples in advance. The defense cost is high and it is difficult to resist black-box attacks.
Some of these defenses even affect the recognition of normal examples. In addition, the current defense methods are
mostly empirical, without certifiable theoretical support. Softmax activation transformation (SAT) was proposed in
this paper, which was a light-weight and fast defense scheme against black-box attacks. SAT reactivates the output
probability of the target model in the testing phase, and then it guarantees privacy of the probability information. As
an attack-free defense, SAT not only avoids the burden of generating massive adversarial examples, but also realizes
the advance defense of attacks. The activation of SAT is monotonic, so it will not affect the recognition of normal
examples. During the activation process, a variable privacy protection transformation coefficient was designed to
achieve dynamic defense. Above all, SAT is a certifiable defense that can derive the effectiveness and reliability of
its defense based on softmax activation transformation. To evaluate the effectiveness of SAT, defense experiments

against 9 attacks on MNIST, CIFAR10 and ImageNet datasets were conducted, and the average attack success rate

was reduced from 87.06% to 5.94%.

Keywords: deep learning, adversarial defense, certifiable, attack-free
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Figure 1 The framework of adversarial defense based on activation transformation
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Table 2 Comparison of black box attack defense effects based on gradient estimation

MNIST (ASR)

CIFAR10 (ASR)

ImageNet (ASR)

B

Z00 Auto-ZOO  Boundary++ Z00 Auto-ZOO  Boundary++ Z00 Auto-ZOO  Boundary++

(10 000) (1 000) (5 000) (5 000) (1 000) (5 000) (250 000) (5 000) (80 000)

JE AR 99.57% 100.00% 100.00% 97.42% 100.00% 100.00% 89.31% 100.00% 84.54%
AdvTrain 28.56% 30.18% 35.73% 27.76% 28.10% 30.12% 21.36% 25.54% 24.79%
Transform  23.52% 24.56% 29.25% 23.93% 24.43% 22.65% 14.31% 16.96% 15.62%
Ensemble 20.49% 25.63% 19.54% 23.15% 20.53% 17.53% 14.49% 13.84% 10.89%
RSE 13.43% 14.15% 9.43% 8.59% 12.61% 10.75% 8.31% 9.62% 3.63%
SAT 6.42% 9.74% 8.83% 7.93% 8.94% 7.53% 7.65% 8.32% 6.38%
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Table 3 Comparison of black box attack defense effects based on model equivalence

MNIST (ASR)

CIFAR10 (ASR)

ImageNet (ASR)

g

FGSM MI-FGSM C&W FGSM MI-FGSM C&W FGSM MI-FGSM C&W
JRap R 75.83% 84.38% 72.75% 73.27% 86.84% 70.53% 69.94% 80.72% 67.52%
AdvTrain 23.57% 29.47% 35.38% 21.52% 29.99% 35.41% 16.10% 34.27% 30.63%
Transform 37.84% 44.42% 35.45% 33.40% 46.13% 31.14% 30.92% 43.71% 22.64%
Ensemble 30.45% 39.72% 28.42% 31.48% 40.25% 32.29% 25.55% 38.12% 23.41%
RSE 18.83% 28.31% 16.37% 17.37% 25.58% 16.91% 15.82% 27.96% 12.92%
SAT 3.97% 6.14% 4.32% 3.32% 6.54% 2.57% 3.37% 5.41% 2.25%
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Table 4 Comparison of black box attack defense effects based on probability optimization

MNIST (ASR)

CIFAR10 (ASR)

ImageNet (ASR)

B One-pixel  NES(PI) POBA-GA One-pixel ~ NES(PI) POBA-GA One-pixel ~ NES(PI) POBA-GA
(80 000) (2 000) (1 000) (80 000) (2 000) (1 000) (800 000) (50 000) (5 000)
JR IR 80.32% 99.26% 100.00% 86.43% 100.00% 100.00% 40.61% 93.60% 98.00%
AdvTrain 30.12% 33.81% 41.86% 35.29% 38.30% 38.52% 9.43% 32.96% 38.10%
Transform 4.54% 25.48% 20.55% 8.19% 24.88% 19.96% 2.48% 28.90% 18.54%
Ensemble 13.65% 26.73% 27.43% 15.3% 23.65% 26.92% 8.54% 22.49% 23.95%
RSE 1.43% 15.54% 8.93% 7.69% 20.52% 16.49% 2.43% 18.97% 10.80%
SAT 3.69% 731% 6.32% 3.91% 6.11% 7.32% 4.56% 5.23% 6.43%
Fz 5 SAT S5EMBAEAERIBAEM NS EE
Table 5 Comparison of defense costs between SAT and other defense methods
MNIST CIFAR10 ImageNet
]
ACC Trpain/min Trest/s ACC T'train/min Trest/s ACC Ttrain/h Trest/s
JE IR 100.00% 10.34 24.54 90.49% 24.13 24.18 76.53% 26.45 42.46
AdvTrain 98.88% 24.35 25.36 82.51% 49.87 24.66 70.59% 50.53 43.52
Transform 99.96% 12.39 26.16 88.64% 2521 2531 72.18% 28.47 48.38
Ensemble 99.98% 30.24 41.54 92.87% 62.59 42.10 76.94% 61.87 130.21
RSE 98.83% 26.85 37.63 87.58% 57.37 39.51 66.48% 56.40 75.19
SAT 100.00% 10.34 25.18 90.49% 24.13 24 01 76.53% 26.45 4279
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and after SAT defense
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